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HP 3000 Application Note #92

SUBNET 3000

Introduction

SUBNETTING is a very useful topic however can be very confusing to initially understand. It
is assummed that the reader has a basic understanding of IP addresses and how they are used
in a network.

There are three (3) tables that give all subnets for the three (3) address classes. These tables
are only for those netmasks using contiguous bits. Examining the tables, should help the
reader when it comes time to apply subnetting within their own network.

This Application Note provides an overview to understanding subnetting it does not explain
the history of it. There is one (1) case study that is subnetted using the needs of a fictitious
company. Reasoning processes are explained to a limited degree.

Throughout this article, IP addresses are presented in dot notation. This is a decimal
representation of an IP address. The 3000 format for IP addresses is 2 more human
readable format. Therefore, the addresses of C 205.222.123 017-(HP 3000) is the same as
205.222.123.17 (dot notation).

More information concerning subnets can be obtained from the following sources:

. Leffler, McKusick, Karels, Quarterman “The Design and Implementation of the 4.3BSD UNIX
Operating System”

Stevens “UNIX NETWORK PROGRAMMING”

Comer, Stevens “Internefworking with TCP/IP volume 1"

COMMUNICATOR 3000 G.03.09 and COMMUNICATOR 3000/XL 21

RFC950: “Internet Standard Subnetting Procedure”

RFC940: “Toward an Internet Standard Scheme for Subnetting”

RFC917: “INTERNET SUBNETS”

RFC1020: “INTERNET NUMBERS” _

RFC1122: “Requirements for Internet Hosts—Communication La.yers"{

Subnet addressing allows mnltxple physical networks to share a smgle IP network address.

This is accomphshed by partitioning the address into multlple a.ddress spaces Subnetting uses
bits in the host (node) address portion of the IP address as subnet identifiers.
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IP adresses are currently divided into five (5) classes (RFC1020) These classes are A, B,C,D
and E. Class D is reserved for MULTICAST addresses and class E is reserved for future use.
This article will only consider classes A, B,and C. ’

The difference between classes is the number of available hosts in each class. There are 32 bits
to all IP addresses, each divided into four (4) groups of 8 bits (octets) Each octet is thh.in
the range from 0 to 255.

Figure 1 provides a brealdown”bf‘ih‘e?ﬂ’ address for each class of address.
FIG 1:

CLASS A ADDRESS:

+-+-+-+-+-4-4-4-444-4-3-+-+-+-+-+-+-+-+-¢-+-+-+-+-+4+-+-+-+-+-+-§
| NETWORK | HOST NUMBER PORTION |

| PORTION | : |
tododotodotododododototodotototototodadodododododododododadadadtd

NETWORK PORTION range is 1-126

number of available hosts is 16,777, 214

8 NETWORK bits; 24 HOST bits

sper RFC1020 All of NETWORK 0 md 127 are Treserved.

CLASS B ADDRESS:

+-+-+-+-+-+-+-+-+-+-f-;ff-+-+-+-+-+-+-+-+-+-+-+-+-+a+-+-§-§-+-+-+
|  NETWORK PORTION | HOST PORTION |
| - | ; |
+

cdodododododododmdododotodotodctotodadadmdadadodatadatadadadad=¢

NETWORK PORTION rango is 128.1~ 191.264
number of available hosts is 65,534
16 NETWORK bits; 16 HOST bits

CLASS C ADDRESS:

S R e L T e ot ot o o T
| NETWORK NUMBER PORTION | HOST |
| : { PORTION |
e T e e e T T g e ot ot o ey

NETWORK PORTION rnnp :ll 192.0.1 - 223. 258. 254
number of available hosts is 254
24 NETWORK bits; 8 HOST bits

Although it is perfectly legal per the standard (RFC 950), to use any bit within the HOST
NUMBER PORTION for subnetting, it is highly recommended that all bits used for
subnetting be contiguous. It is further suggested that the bits start at the beginning of an
octet (on a byte boundary) adjacent to the NETWORK PORTION of the IP address. All
classes of IP addreses can be subnetted The NETWORK PORTION is always masked out
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(network mask) and this is represented by 255's (BINARY 1’s; HEX:F’s) for each octet that
composes the network IP portion.

A few terms are needed to better-understand this subnet concept and how to use it properly.
These are: :

NETWORK MASK: The bits which are used to mask out the network number
portion of the IP address. This mask is class specific.

ox: CLASS C NETWORK MASK is 255.255.255.0

SUBNET FIELD: Indicates the bits in the IP address used to identify
the subnet number.

ex: CLASS C NETWORK using 4 subnet bits is 0.0.0.240
NETMASK: The complete mask. This is the NETWORK MASK + SUBNET MASK.
ex: USING our 2 above examples is: 255.255.255.240

SUBNET: Logically visible sub-sections of a single IP network’ -
address resulting from masking the assigned network IP
address and the NETMASK.

The term NETMASK is the same as the term SUBNET MASK when used in actual prai:tice.
A few rules should be applied: |
1: A1l SUBNETS within the same network should use the same NETMASK.

2: The SUBNET MASK should start adjacent to the NETWORK IP address.

3: The SUBRET MASK bits should all be contiguous.

Subnetting is applied by a.cfually combining the IP address with the NETMASK (SUBNET
MASK) by performing a logical AND. A LOGICAL AND is performed according to the rules
where 14+1=1, 140=0, 04+0=0.

LOGICAL AND
10

bodad
11110l
LD 22
ojolol
L oL Ll

This gives us a new network (SUBNET) address for the node. Thus to know which nodes
(hosts) are on the same network, the IP address for that node plus the NETMASK for the
node (same as that for all nodes in the network) needs to be known.

The following example applies the idea of LOGICAL AND to find out the SUBNET on which
the node is on.

]
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EXAMPLE : :
- CLASS C ADDRESS: 192.200.201.122

NETMASK OF: 265.255.255.224
dodododatodadatadatadototatotadodatatatadadadadrdodotatadadodndad
IPaddr 111 000000{11001000/11100100110111101 0|
Nask 1111111111111 1111111111111111110000 0|
| dmdedntmdetadadatatndndmtodototudotototododadotodatadatndutadatod
LOGAND 111 000000111001 000i11100100110110000 0|

bodmdudodmdododadodatotodnbodopotedotadedotadatedododapopodaboded

The SUBNET is the result of the LOGICAL AND, therefore in decimal format, the subnet
address is 192.200.201.96 (11000000.11001000.11001001;01100000). ’

From above, it can be observed thﬁt a LOGICAL AND of a value (x) with 255 results in the
value (x). This is because 141=1 and any thing else is 0.

Now, to determine which host addresses are on the same SUBNET as this host, the HOST
bits need to be turned all on (1's) and all off (0’s).

192 : - 200 S 201 86
dodododotododotodadototododotodotododotodotototbobotodobotadodotod
SUBNET (11000000111001000/1100100110110000 o0l

I A
HOST BITS ALL OFF-==-4-4-¢

192 200 200 127
«0-0-0oQ-Q-QfQoQoQ-Q-Q-Q-QOQ-QV-Q-Q-Q-Q-Q-Q-Q-Q-Q-QOQOQ-QOQ-QOQ-QOQ
SUBNET (11000000/11001000/111001001(0111111 1]
dodobotdodododododctatotodododoctdododatododadododododododadodod=tid

S trrid
HOST BITS ALL ON ¢=¢=¢4-e-4

This indicates that the SUBNET RANGE is 192.200.201.96 - 192.200.201.127. Host address
of all 0’s and all 1’s are reserved so the valid HOSTS on this SUBNET are within the range
of 192.200.201.97 - 192.200.201.126. Thus there are 30 HOSTS on this subnet. There are 30
hosts on all subnets of the netmask 255.255.255.224.

The subnets for a netmask are determined working with the subnet field bits (those that
extend into the host address part for that IP class). In our example of 255.255.255.224,
there is a netwdrk mask of 255.255.255.0 since this is a class C address, and a subnet field of
0.0.0.224. To determine the subnets, the 224 portion (SUBNET FIELD) is represented in its
binary form and the bits are turned off(0) and on(1) to give all combinations.
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For example:
11100000 =224 there are 3 SUBNET FIELD BITS and § HOST BITS.
“*" " sssss

SUBNET| HOST BITS
FIELD | There are 2°3-2 (6) subnets and 2°5-2 (30) hosts.

The subnets and their ranges for the the NETMASK of 255.285.256.224 are:

SUBNET FIELD SUBNET RANGE
00000000 (0)  NOT VALID RANGE: NO HOSTS ALLOVED (RFC 1122)

00100000 (32 00100000(32)°06111111(ﬂ)

01000000 (64) 01000900(“)’01011111(9&)
' ¢ ¢ ¢ ¢ s § HOST BITS(+)
01100000 (96) 01100000 (%) -01111111(127)

10000000(128) 10000000 (128)-1001 1111 (169)
10100000(160) 10100000 (160)-10111111 (191)
11000000(192) 11000000 (192)-11011111 (223)

11100000 (224) NOT VALID RANGE: NO HOSTS ALLOWED (RFC 1122)

From RFC 1122 ( Requirements for Internet Hosts ) Sec 3.2.1.3, Page 31:
IP addresses are not permitted to have the value 0 or -1 for
any of the <Host-number>, <Network-number>, or <Subnet-
number> fields (except in the special cases listed above).

-1 as used in RFC 1122 is shorthand for all 1's. The special cases refer to types of broadcasts.
This indicates that the 0 subnet and 224 subnet in the above example are not legal and can
mot have hosts assigned in their ranges (as shown above).

‘To give an example of how subnetting can be applied to a network, a fictitious case study will
be considered.
CASE STUDY:

There are § sites in this company. Each site has a lan network with a maximum of 8 hosts on
it and a X.25 network to connect them together. In addition all sites have PT-to-PT links
which are used for backup purposes in case 1 site get isolated from the X.25 network.

® Each LAN network is considered a unique network; 5 network IP’s needed.
® The X.25 network is considered 1 network; 1 network IP needed.

o The PT-to-PT network is considered 1 network although it could be considered as 5 unique
networks; 1 network IP is needed.
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MAP SCHEMATIC:

PT to PT----|SITE A |----{X.25 X.26}----ISITE C |----PT to PT
| ‘ |
ceeLAN-===== ce=LAN-=====-
PT to PT----{SITE B |----{X.25 X.26)}---=|SITE D' |----PT to PT
l |
-=-LAN--=--- —==LAN=-====

This company has been assigned 3 CLASS C address of 205.222.123.0 . We need to have 7
SUBNETS with at least 8 HOSTS in each subnet. It is desired to have room for expansion so
that we will not have to change our NETMASK in the near future.

The number of SUBNET FIELD BITS can be found by solving the equation: 2°n-2 > 7.
Brute force methods yield that n must be 4 or greater. Our HOST requirement is at Jeast
8. Solving a similar equation : 2°n - 2 > 8 and applying Brute force techniques again, it
is discovered that 4 or greater host bits are needed. Thus the solution to our search for a
NETMASK must have 4 subnet field bits and 4 host bits which fits into our 8 bit octet.

Knowing that our NETMASK is obtained by tddmg the NETWORK MASK to the SUBNET
FIELD:

<NETWORK nAsx>o<sunuzr FIELD>=KETMASK

we can start building the NETMASK. The NETWORK MASK for all CLASS C addresses
must be 255.255.255.0 and the SUBNET FIELD (for this case) is composed of 4 bits. This is
represented as:

11110000 | 4 SUBNET FIELD BITS; 4 HOST BITS

In decimal form, this is 240. Thus our NETMASK is 255.266.255.240 .
In binary form this is presented as:

todmdododododndototododododotadodadotodatotatatadedadetadatatadad

NETMASK 1111111111 1111111/11111 111111110000l
dodededodatadototatototatotetedotadatetatatatatotadotadadadatoted
255 285 255 240

This NETMASK will allovw us to have 14 (2°4-2) SUBNETS with 14 (2°4-2) HOSTS
per SUBNET. We will find the 7 subnets (that we need) and their associated

ranges.

SUBNET FIELD: 11110000

SUBNET 1:
00010000 (16) range thru 000 1 1
HOST IP ADDRESSES ON THIS SUBNET: 205.222.1

111 (31)
23.17 thru 205.222.123.30
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SUBNET 2:

00100000 (32) range thru 001011

HOST IP ADDRESSES ON THIS SUBNET: 205.222.123
SUBNET 3:

00110000 (48) rangethru 001111
- HOST IP ADDRESSES ON THIS SUBNET: 205.222.123
SUBNET 4:

01000000 (64) rangethru 010011

HOST IP ADDRESSES ON THIS SUBNET: 205.222.123
SUBNET 6:

01010000 (80) range thru 010111

HOST IP ADDRESSES ON THIS SUBNET: 205.222.123
SUBNET 6: _

01100000 (96) range thru 011011

HOST IP ADDRESSES ON THIS SUBNET: 205.222.123
SUBNET 7:

0111000 0 (112) range thru 0

HOST IP ADDRESSES ON THIS SUBNET:

11111
205.222.123

Now we can usign these IP ranges for the LAN’s

SITE A:
SITE B:
SITE C:
SITE D:
SITE E:

use
use

\use

use
use

205.222.123.17 thru 205.222.123.30
205.222.123.33 thru 205.222.123.46
205.222.123.49 thru 205.222.123.62
205.222.123.65 thru 205.222.123.79
205.222.123.81 thru 205.222.123.94

11 (47)

.33 thru 205.222.123.46

11 (63)

.49 thru 205.222.123.62

11 (79)

.65 thru 205.222.123.78

11 (98)

.81 thru 205.222.123.94

11 (111)

.97 thru 205.222.123.110

111 (127)
.113 thru 205.222.123.126

at the different sites.

For X.26 NETWORK use 205.222.123.96 thru 205.222.123.111

For PT to PT use 205.222.123.113 thru 205.222.123.126

On the HP 3000’s, each system needs to have the NETMASK entered on the

" NETXPORT.NIL.niname.PROTOCOL.IP screen (this will be used for all hosts on its NI). To
reach hosts that are on a different NI, subnet gateways will need to be configured. These are
hosts on different subnets. The screen NETXPORT.Nl.niname.INTERNET .gatename is used

to conﬁgure this information.

" The configuration for NODEA on SITEA is done as an example
The LAN IP address is 205.222.123 017. The X25 IP address is 2053222.123 096 and the

PT/PT IP address is 205.222.123 113.

Reachable networks are configured in the INTERNET CON FIGURATION
Attached is the CRITICAL SUMMARY of NODEA.

For the HP 3000 example we will consider site-A. Theré will be 2 configuration templates 1
for the GATEWAY NODE and 1 for the LEAFNODES.
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MAP with IP addresses assigned:

GATEVAY NODES: |
SITEA: lan:  205.222.123.17
X.28: 205.222.123.96
PT/PT: 205.222.128.113
SITEB: lan:  206.222.123.33
X.26: 205.222.123.97
PT/PT: 205.222.123.114
SITEC: lan:  206.222.123.49
X.25: 205.222.123.98
PT/PT: 205.222.123.115
- SITED: lan: 208.222.123.65
X.26: 205.222.123.99
PT/PT: 205.222.129.

-
[93
-

SITEE: lan:: 206.222.123.81
X.25: 206.222.123.100
PT/PT: 205.222.123.117

LEAF NODE AT SITE A:

lan: 205.222.123.18
thon is no X.28 or PT/PT on leaf nodu

SITE A : GATEWAY COIFIGUMTIOI
* You need to define reachable lan networks through the xst interface.
CINTERNET CONFIGURATION:> '

NEIGHBOR GATEWAY NAME: NODEBGATE IPADDRESS: 208.222.123.97
REACRABLE IP NETWORK: 205.222.123.32

NETWORK MASK: 255.255.255.240

HOPS: 1

NEIGHBOR GATEWAY NMAME: NODECGATE IPADDRESS: 205.222.123.98
REACHABLE IP NETWORK: 205.222.123.48

NETWORK MASK: 265.285. 255 240

HOPS: 1

NEIGHBOR ﬂ‘!“l? lAHE NODEDGATE ”mm’ 206. m 123.99
REACHABLE IP NETWORK: 205.222.123.64

NETWORK MASK: 268.285.255.240

HOPS: 1 '

NEIGHBOR GATEVAY NAME: NODEEGATE - IPADDRESS: 205.222.123.100
REACHABLE IP NETVORK: 205.222.123.80
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NETWORK MASK: 255.255.255.240
HOPS: 1

. - Note

The REACHABLE IP ADDRESSES are the SUBNET upon which the lan we
desire to connect to resides on. So the entry here is the SUBNET which we
are trying to reach. '

SITE A LEAFNODE CONFIGURATION:

<INTERNET CONFIGURATION>

NEIGHBOR GATEWAY NAME: NODEAGATE IPADDRESS: 205.222.123.17

REACHABLE IP NETWORK - NETMASK HOPS
205.222.123.32 2565.255.255.240 2
205.222.123.48 256.255.255.240 2
205.222.123.64 2565.255.255.240 2
205.222.123.80 255.255.2556.240 2

A similar process can be gone through for the pt/pt network, but our intention of having the
PT/PT option is for emergency uses only (when X.25 connectivity is lost). In this network
the PT/PT connection is to be used to connect the gateway host to the rest of the network
and is thus not convenient (by choice). '

TABLES:
CLASS A ADDRESS: 8 NETWORK BITS 24 HOST BITS

‘ ¢ BITS NETMASK 8 SUBNETS ¢ HOSTS
(contiguous) PER SUBNET
2 255.192.0.0 2 4,194,302
3 255.224.0.0 -] 2,097,150
4 255.240.0.0 14 1,048,574
5 255.248.0.0 30 524,286
-] 265.252.0.0 62 262,142
7 255.254.0.0 126 130,070
8 255.255.0.0 254 65,534
9 255.255.128.0 510 32,766
10 255.255.192.0 1,022 16,382
11 265.255.224.0 2,046 8,180
12 255.255.240.0 4,094 4,094
13 265.255.248.0 8,190 ,2,046
14 255.255.252.0 16,382 1,022
15 265.255.254.0 32,766 : 510
16 ~ 266.255.266.0 65,534 254
17 255.255.255.128 131,070 126
18 265.265.255.192 262,142 62
19 255.265.255.224 524,286 30
20 255.255.255.240 1,048,574 14
21 - 255.255.255.248 2,097,150 6
22 255.255.255.252 4,194,302 2
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CLASS B ADDRESS: 16 NETWORK BITS 16 HOST BITS

# BITS
(contiguous)

OONON S WN

CLASS C ADDRESS: 24 NETWORK BITS 8 HOST BITS

# BITS
(contiguous)

O NnbsWN

NETMASK

255.255.192.0
255.266.224.0
255.265.240.0
285.255.248.0
255.255.252.0
2565.2665.254.0
255.255.255.0
255.2655.255.128
255.255.255.192
255.265.255.224
255.266.255.240
255.255.255.248
255.256.255.252

NETMASK

255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
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# SUBNETS

14

62
126
254
510

1,022
2,046
4,094
8,190
16,382

# SUBKETS

o oON

30
62

# HOSTS

PER SUBNET

16,382 .
8,190
4,090
2,046
1,022

510
254
126
62
30
14

6

2

# HOSTS
PER SUBNET

62
30
14
6
2
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79 | 5960-4625 |Conquest of Disc Space
80 | 59604633 |Looking Behind the Scenes of Resource Sharing
81 5060-4637 |MPE/XL smem Interrupt Recovery Procedures
82 | 5960-4347 |Private Volumes. |

88 | 50604306 [Serial Prititer Configuration
84 5960-4334 HowtoMnysteFOR‘l‘RANPromtonCompﬂmandXL‘

|Hardware ,

85 | 59604335 |[The Optimilgﬁon of Programs in MPE/XL
86 | 50604643 |IBM Labeled Tapes Questions and Answers |
87 | 5960-4666 |Image Logging for HP Financial Accounting Databases
88 | 5960-4672 |Native Mode Spooler Questions and Answers
80 | 506046738 |AUTOINST/XL Questions and Answers
90 5960-4701 |The New Spooler
91 5960-6659 | Using the Port. Structure Under MPE/XL
92 | 5960-6696 |[SUBNET 3000
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